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OBMH IT — Email Encryption Recipient Guide

1  Purpose

This guide provides an explanation for recipients of how to work with encrypted emails received from
OBMH.

The OBMH Secure Email System utilises a service called the Cisco Registered Envelope Service to
encrypt emails.

Any encrypted emails sent or received are referred to as Registered Envelopes.

Before you can open the first Registered Envelope that you receive, you need to enrol with Cisco
Registered Envelope Service and set up a free user account.

This guide provides step-by-step instructions for first-time recipients of Registered Envelopes.
The use of Registered Envelopes is an alternative to the approved Connecting for Health method
(NHS.Net emails). NHS.Net has limitations, as it is only available to other public bodies such as the

Police, Education and Social Services.

Please be aware, all emails are covered by the Freedom of Information Act and/or the Data Protection
Act, regardless of whether they are sent secure or not.
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2 Overview of Registered Envelopes

Before you can open Registered Envelopes, you need to set up a free user account with Cisco
Registered Envelope Service.

After you enrol with the service, you can use your account password to open all Registered Envelopes
that you receive — from any sender.

You can also use the service to send your own Registered Envelopes, and you can manage the
Registered Envelopes that you send.

Why Use Registered Envelopes?

Registered Envelopes enable you to easily send and receive encrypted email. Typically, you would
encrypt messages to prevent important or confidential information from getting into the wrong hands.

Encryption protects against accidental breaches of security, as well as intentional illegal and malicious
security breaches.

OBMH staff should use a Registered Envelope to convey confidential information about a patient’s
medical history or any other Person Identifiable Data (PID), for example staff details.
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Registered Envelope Notification Message

When someone sends you a Registered Envelope, you will receive the following files:

» Notification email message. The notification message indicates that someone has sent you a
secure, encrypted message in the form of a Registered Envelope. The notification also
includes links to information about Registered Envelopes and Cisco Registered Envelope
Service.

» securedoc.html file attachment. The notification message includes a file attachment named
securedoc.html. This file contains both the Registered Envelope itself and the encrypted
content. To view the Registered Envelope, double-click the securedoc.html file to display the
Registered Envelope in a web browser. Typically, a computer must have an Internet
connection to properly display the Registered Envelope and decrypt the content.

If you experience any problems viewing the attachment in this way, simply save the
securedoc.html file to your local hard drive, then double click the saved copy of the file to
display the Registered Envelope in a web browser.

¥ OEMH Secure Email: Test results for patient - Message (HTML) - |EI|5|

File Edit ‘ew Insert Format  Tools  Ackions  Help

i Reply | (<8 Reply to Al | i) Forward | = Al r | BB X| +-9-X -Q_))B

PDF Corverter 5.1 @ E

From: Tesk User [Test. User@obmh. nhs.uk] Sent:  Thu Z6/03/2009 11:45

To: L @haotmail,com
co
Subject:  OBMH Secure Email: Test results for patient

Attachments: & | securedac. html (104 KE)

You have received a secure message

Read your secure message by opening the attachment, securedoc.html. You
will be prompted to open {view) the file or save {download) it to your computer, For
best results, save the file first, then open it in a Web browser. To access from a mobile
device, forward this message to mobile@res.cisco.com to receive a mobile login URL,

If you have concerns about the validity of this message, contact the sender directly.

First time users - will need to reqgister after opening the attachment.
Help - https:/fres . cisco.com/websafe/help?topic=ReqEnvelope
About Cisco Registered Email Service - https:/fres. cisco.com/websafe/about

[~

The notification email message includes the securedoc.html file attachment, which contains both the
Registered Envelope and the content.
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Components of a Registered Envelope

When you display a Registered Envelope in a web browser, it looks similar to the envelope shown

below:

Oxfordshire and Buckinghamshire Mental Health m

MHS Foundation Trust
H Help
I From: Test User «Test.User@obmh.nhs.uk> Message Security: High
A _Pu To: . @hotmail.com R
) Personal Security Phrase
Subject: Test results for patient Your personal phrase is

not enabied on this
I machine.

Password:
B/’*For ot password? Mare infa E

I” Remember me on this cormputer,
C——) OPEM

Select a different address
If you experience problems opening this message, try to Open Online

cisco

The figure highlights important features of a Registered Envelope. The following table describes

these features.

Feature
A Address fields and
subject line

B Password field

C Open button

D Help link

E Date-time stamp
and message
security level

Description

The address fields identify the sender in the From: field and intended
recipient in the To: field. If there are multiple recipients, the To: field
displays a drop-down list with the recipients’ email addresses.

Enter your user account password here to open the envelope. If you have
not enrolled with the service, the password field is not displayed.

Click the Open button to decrypt the content and view your message. The
Open button appears only after you enrol with the service and create a user
account. If your email address is not associated with a user account, the
envelope may display a Register button in place of the Open button. In
that case, click the Register button to enrol with the service.

Click the Help link to access the online help for Registered Envelopes. The
online help describes the standard and alternative methods for opening
Registered Envelopes. It also provides a link to frequently asked questions

(FAQs).

The date-time stamp shows when the message was sent. The time appears
in Greenwich Mean Time (GMT). The message security level can be low,
medium, or high. OBMH will only ever send messages with high security.
When a message is sent with high security, you must always enter a
password to open it, even if you previously selected the “Remember me on
this computer” option.
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3  Step-by-Step Guide to Opening Your First Envelope

This section provides step-by-step instructions for opening a Registered Envelope for the first time.
The steps and supporting graphics demonstrate the typical scenario for a first-time recipient. Some of
the steps may vary, depending on particular circumstances.

Note that these steps apply to first-time recipients only. After you enrol with the Cisco Registered
Envelope Service, you can use your password to open envelopes from any sender.

Step One: Open or save the securedoc.html file attachment

When you receive a Registered Envelope notification message, you need to Open the securedoc. html
file attachment to view the Registered Envelope. If you experience any problems viewing the
attachment in this way, simply Save the securedoc.html file to your local hard drive, then double click
the saved copy of the file to display the Registered Envelope in a web browser.

Opening Mail Attachment x|
\?{J ‘¥ou should only open attachments From a trustworthy source,
Atkachment: securedoc, html from OBMH Secure Email: Test

resulks For patient - Message (HTML)

Wiould vaou like ko open the File or save it to your computer?

Qpen | Save I Cancel |

¥ Always ask before opening this bype of file

Step Two: Open the securedoc.html file in a web browser

Open the securedoc.html file in a web browser, such as Microsoft Internet Explorer or Mozilla
Firefox. The Registered Envelope is displayed.

Oxfordshire and Buckinghamshire Mental Health INHS | _

NHS Foundation Trust

Help
I Frarm: Test User <Test.User@obrah.nhs.uks= Message Security: High
To: . @hotmail.com
Subject: Test results for patient

To open this message, first click the button to
register. After registering, come back to REGISTER
continue opening the message

Select a different address
If you experience problems opening this message, try to Cpen Cnline

cisco
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Step Three: Click the ‘Register’ button to enrol with the Service

Click the Register button on the Registered Envelope to enrol with Cisco Registered Envelope
Service. The New User Registration page is displayed.

vl
CISCO

| NEW USER REGISTRATION

Enter Personal Information

Email Address recipient@example.org

Language |English 'I

First Name* I

Last Name* I

Create a Password

Password™® |

Confirm Password* I

Personal Security Phrase |

Select 3 Security Questions

* = required field

The language setting will be stored for future login
and email notifications.

Enter @ minimum of & characters or numbers.
Passwords are case-sensitive. Your password must
contain both letters and numbers.

Vhen you see your phrase, you k
logging in to our secure site.

You will be asked these guestions in the future if you forget your password.

Question 1* |Select a question...

Answer 1% I

Confirm Answer 1* I

[

Question 2 [ setect a question...

Answer 2% I

Confirm Answer 2* I

Question 3 | select a question...

Answer 3% |

Confirm Answer 3* I

¥ Remember me on this computer

Complete the online registration form and click the Register button at the bottom of the page to create
a user account. There is no charge to enrol with and use the service.
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After you complete the form and click Register, the following confirmation page is displayed.

l|||||||| IE"S‘“’;h :['
CIsco

I NEW USER REGISTRATION

Thanks! You've created a Cisco Registered Envelope
Service account., To complete your registration,
please activate your account.

How to Activate Your Account

Check Your Email
You will soon receive an email message at:

recipient@example.org. Follow the instructions
in the email to activate your account.

To exit this page, close your browser window.

Cisco Registered Envelope Service

About Terms of Service Privacy Policy Copyright ® 2001-2008 Cisco Systems Inc. All rights reserved.

Note that you may need to set up more than one user account if you receive Registered Envelopes at
multiple email addresses. You need a separate user account for each address.

Step Four: Activate Your Account

Check your email inbox for an activation message from the service. The following example shows a
typical activation message.

[ Please activate with CRES - Message (HTML) -8 x|

| Ble Edt View Insert Format Tools Actions Help
: uReply | CReplyto Al | (3 Forward | (3 B2 |53 | v |5 33 X |+ - @ - A° |4} -@!

From: " Do Not Reply [DoNotReply @res.dsco.com] Sent: Thu 8/21/2008 12:12PM
To: Recipient
e

Subject: Please activate with CRES

|»

Activation

Dear Recipient,

Thank you for registering with Cisco Registered Envelope Service. To complete your registration,
you must confirm your intent to register and your acceptance of the Terms of Service by
activating your account.

Click here to activate this account.

You can also activate this account by going to <https://res.cisco.com/websafe/activate> and
entering this confirmation number: 00000000000000!

To stop the registration process you can cancel this account.

Click here to cancel this account.

You can also cancel this account by going to <https://res.cisco.com/websafe/cancelActivation>
and entering this cancellation number: 00000000000000]

IMPORTANT . .
To help keep your persenal infermation safe, Cisco recommends that you never give your CRES
password to anyone, including Cisco employess.

Welcome to CRES!

To know more about Cisco Registered Envelope Service, see
https://res.cisco.com/websafe/about
Terms of Service: https://res.cisco.com/websafe/termsOfService

Privacy Policy: http://www.irgn
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In the activation email message, click the link to activate your user account. The following
confirmation page is displayed.

afrern [Engisn 5]

| EMAIL ADDRESS CONFIRMED
You have activated the account for
recipient@example_org. Registration for this
email address is now complete. To exit this page,
close your browser window. After exiting this page
return to your Registered Envelope and enter your
password to open it.
About Terms of Service Privacy Policy Copyright © 2001-2008 Cisco Systems Inc. All rights reserved.

Step Five: View the Registered Envelope and Enter Your Password

View the Registered Envelope. The Register button is no longer displayed on the envelope. An Open
button appears in its place, as shown here.

Oxfordshire and Buckinghamshire Mental Health INHS |

NH5 Foundation Trust

March 26, 2009
H—E|E A1:44:32 AM GMT
From: Test User «Test.User@obmh.nhs.uk= Message Security: High
Tao: . @hotrmail.com R
Personal Security Phrase
Subject: Test results for patient Your personal phrase is
not enabled on this
Password: rnachine.
Forgot password? Mare info

[~ Remermnber me on this computer,

Select a different address
If you experience problerns opening this message, try to Open Online

Cisco

Z000-2008 Cisco Systerns Ine, all rights reserved.

Enter the password for your Cisco Registered Envelope Service user account, and click Open.
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The decrypted message is displayed in the browser window.

3 Secure Message:Test results for patient - Microsoft Internet Explorer - |EI 1[
File Edit ‘iew Favorites Tools  Help | -;,'
N I a A ; : A s »
Qe - (- [x] [F] | sk | rdes L crmores €2 7] (- A ) & 11 8-
Address I@ C\Documents and Settingsitest.useriLocal Settings) Temparary Internet Files\OLKS\securedoc. html j Go | Links ”‘ ‘ -
El
Oxfordshire and Buckinghamshire Mental Health m
NHS Foundation Trust
Secured Message Reply Replyall Forward
From: Test User <Test.User@obmh.nhs,uk>
Ta: @hotmail.com
Crate: March 26, 2009 11:43:47 AM GMT
Subject: Test results for patient
This is just a test, but it could contain Person ldentifiable Data (PID) either in the body of the ermail or as an attachment.
Reply Replyall Forward
2000-2008 Cisco Systemns I[nc, All rights reserved.
El
@ R

After you open a Registered Envelope, you can click Reply to send a Secure Reply message or click
Forward to send a Secure Forward message. When you send a Secure Reply or Secure Forward

message, the recipient receives a Registered Envelope containing the encrypted message.
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4  Using the Registered Envelope Service Independently

Should you wish to send a secure email to a member of OBMH staff without having first received a
secure email to reply to, you can use the Registered Envelope Service to independently send a
message. In order to be able to do this you must first have registered for the service, as described on

page 7.

Browse to https://res.cisco.com. You will see a login page, where you should enter the username
(email address) and password for your Cisco Registered Envelope Service user account.

English -

Nmim
Cisco

| ACCOUNT LOGIN
Welcome, please log in:

Email Address
Password

[l Remember me on this computer.

Login

Forgot password?

About Terms of Service Privacy Policy Copyright @ 2001-2009 Cisco Systems Inc. All rights reserved.

One you are authenticated, the system will present you with a web-mail interface from which you may
compose a new message, manage your messages, or edit your profile. Context-sensitive help will
assist you to use the system.

Welcome

dlln e
CISCO Log out
I COMPOSE MESSAGE Send
Manage Messages
i To:
Ef Compose Message
. CcC:
B Edit Profile
BCC:
Subject:

Attachments| (none)

To add or remove attachments, click on Attachments. In the popup window, select the file(s) to attach or select and
remove attachments you have already added.

Message:

] Automatically BCC me on this email.

[[ send me a read receipt when a recipient has opened this email.
This option does not guarantee a receipt will be sent; recipient email applications can sometimes block read receipt
requests.
Send
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S5  Troubleshooting Registered Envelope Issues

This section provides troubleshooting tips for issues that you might encounter when opening
Registered Envelopes.

Issue: Open Button Is Missing from Envelope or Does Not Work

The Open button might be missing or inoperable for several reasons. For example, if your email
address is not associated with a Cisco Registered Envelope Service user account, the envelope might
display a Register button instead of an Open button. Also, the Open button might not function
properly if your computer is not configured to run Java or JavaScript or if the envelope was modified
during transmission.

If a Register button is displayed on the envelope, click Register and create a new user account for the
email address where you received the envelope.

If you have already created a user account for the email address, enter your password and click the
Open Online link to use an alternative method to open the envelope.

If the Open Online method does not work, forward the envelope to mobile@res.cisco.com. The
service will send you an email message with a temporary link that you can click to securely retrieve
the message by using a web browser on your computer or personal digital assistant (PDA). For more
information about using the Open Online method and the Open by Forwarding method, see the
Registered Envelope online help at the following URL:
https://res.cisco.com/websafe/help?topic=RegEnvelope

Issue: Email Address Does Not Appear in To: Field

If the Registered Envelope was sent to multiple recipients, your email address might not immediately
appear in the To: field.

Click the arrow in the To: field, and select your email address in the drop-down menu.

If you received the envelope as a BCC recipient, your email address does not appear in the drop-down
menu for the To: field. In that case, select the “Address not listed” option. Then, enter your email
address and click Submit to include your email address in the To: field.

Issue: Envelope Is Not Displayed Properly

Occasionally, the Registered Envelope may not be displayed properly when you open the
securedoc.html file. For example, the file might contain garbage text or HTML mark-up (such as <!--
or -->),

If you have a problem viewing the Registered Envelope, forward the envelope to
mobile@res.cisco.com. Cisco Registered Envelope Service will send you a message with a link that
you can click to view the encrypted message.
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Issue: Envelope Processing Slows Down or Stops

When you view or open a Registered Envelope, the envelope processing might be interrupted because
of connection problems or other issues. In that case, a message below the envelope might indicate
that the envelope tools are loading or that the payload decryption is in progress. If a message does not
open within several minutes, it is possible that the processing has slowed down or stopped, or that the
message contains an unusually large attachment.

If the envelope processing slows down or stops, re-enter your password and click Open again.

If clicking Open again does not work, forward the envelope to mobile@res.cisco.com. Cisco
Registered Envelope Service will send you a message with a link that you can click to view the
encrypted message.

Issue: Password Is Forgotten or Does Not Work

If you cannot remember your password, or if your password does not seem to work, you might need to
reset your password.

If you forget your password, click the Forgot Password link on a Registered Envelope to reset your
password. Cisco Registered Envelope Service will send a New Password message to the email
address associated with your account.

Cisco Registered Envelope Service passwords are case-sensitive. If your password does not work,
verify that you did not accidentally press the Caps Lock key on your keyboard. If the password still
does not work, click the Forgot Password link on a Registered Envelope to reset your password.

Cisco Registered Envelope Service will send a New Password message to the email address associated
with your account.
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6 Additional Resources

For more information about Cisco Registered Envelope Service and Registered Envelopes, you can
refer to the following additional resources.

Registered Envelope Help
For an overview of the service and the various methods of opening Registered Envelopes, access the
Registered Envelope help page at https://res.cisco.com/websafe/help ?topic=RegEnvelope.

Frequently Asked Questions

For answers to common questions about opening encrypted email, enrolling with Cisco Registered
Envelope Service, and configuring optimal browser settings, view the frequently asked questions
(FAQs) at https://res.cisco.com/websafe/help?topic=FAQ.

Customer Support

To contact Customer Support for Cisco Registered Envelope Service, you can send an email message
to the following address: support@res.cisco.com. Telephone support is also available in some
locations. You can call Customer Support by using the phone numbers listed at
https://res.cisco.com/websafe/help ?topic=ContactSupport.
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