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                             Audit Committee
Minutes of the meeting held on 11 September 2018 at 09:30 
in the Conference Room, Whiteleaf Centre, 

Bierton Road, Aylesbury HP20 1EG
	Present
:
	

	Alyson Coates
	Non-Executive Director (the Chair/AC)

	Bernard Galton
	Non-Executive Director (BG)

	Chris Hurst
	Non-Executive Director (CMH)

	Lucy Weston
	Associate Non-Executive Director (LW)


	
	

	In attendance:

	External Audit – Grant Thornton UK LLP:

	Iain Murray
	External Audit - Engagement Lead, Grant Thornton (IM) 

	Internal Audit – PwC LLP:

	Sasha Lewis
	Internal Audit - Director and Engagement Lead, PwC (SL)

	Alice Wainwright
	Internal Audit – Engagement Manager, PwC (AW)

	Counter Fraud – TIAA:

	Gareth Robins
	Counter Fraud – Senior Counter Fraud Manager, TIAA (GR)

	Oxford Health NHS FT:

	Jane Kershaw
	Head of Quality Governance (JK) – part meeting

	Mike McEnaney
	Director of Finance (the DoF/MME) 

	Mark Walker
	Head of IT (MW) – part meeting

	Hannah Smith
	Assistant Trust Secretary (Minutes) (the ATS/HS)

	
	


The meeting followed a private meeting held between the Committee members and the Internal and External Auditors.  
	1.
	Welcome and Apologies for absence
	

	a

b
	Apologies for absence from committee members were received from: John Allison, Non-Executive Director.  
Apologies for absence from non-committee members were received from: Stuart Bell, Chief Executive; Kerry Rogers, Director of Corporate Affairs & Company Secretary; and Laurelin Griffiths, External Audit Engagement Manager (Grant Thornton).  

	

	2.
a
b
c

d

e

f
	Minutes of the meeting held on 22 May 2018
The Minutes of the meeting were approved as a true and accurate record.
Matters Arising 
Item 10(e) – joint membership of the Audit Committee and the Quality Committee

The Chair emphasised the importance of continuing to consider for the future membership of the Audit Committee how cross-membership and links with the Quality Committee could be maintained when the existing joint member (Bernard Galton) became chair of the Audit Committee from October 2018.  Bernard Galton would attend the Quality Committee meeting on 12 September 2018.  

Item 12(a) – Internal Audit reviews of Information Governance and IT controls

The Committee noted that these Internal Audit reviews had not yet reported and this would be discussed further under the item on the Internal Audit progress report at item 7 below.  

The Committee noted that the following item from the 22 May 2018 Summary of Actions was on hold for future reporting: 11(d) – consolidate learning from the 2017/18 Annual Accounts and Annual Report processes.  

The Committee confirmed that the following items from the 23 April 2018 Summary of Actions were on the agenda for the meeting or had been completed: 2(c) – Single Action Tender Waivers; and 2(c) – cyber security risk for Board Assurance Framework. 

The Committee confirmed that the following items from the 22 May 2018 Summary of Actions had been completed, progressed or were on the agenda for the meeting: 9(b) – references in the Annual Accounts against the Statement of Cash Flows; 9(b) – references in the Annual accounts to constructive losses; 9(c) – explanation of termination benefits; 10(d) – reference in the Annual Report to work of this Committee; 12(a) – circulation of Internal Audit plan; and 12(b) – Internal Audit deep dives.  

	Action
KR and NEDs

KR/ MME/ Ext. Audit

	BUSINESS ITEMS 



	3. 
a
b

c

d

e

f

g

h

i

j

k

l

m
	Fire Safety Management report
The Head of Quality Governance joined the meeting and presented the report AC 38/2018 which provided an overview of: governance, oversight and reporting through the Fire Safety Group and the Safety quality sub-committee; areas of unsatisfactory compliance/risk; the programme of technical fire safety assessments; fire evacuation drills (audit of quality and timing of drills across inpatient wards currently underway); checks of the Fire Safety Management Manual/fire safety logbook; visits by the Fire & Rescue Services; training and awareness raising activity; embedding of the ‘Person in Control’ role in key areas to strengthen oversight of fire safety management; estates projects; and priorities for 2018/19.  She explained the structure of the team and that the two Fire Safety Advisors sat within the Quality & Safety team, not within Estates & Facilities.  She noted that one of the team would be leaving and that recruitment to fill the role was ongoing.  

Chris Hurst referred to the areas of risk set out on page 3 of the report and, in relation to building compartmentation issues being explored, asked whether the Trust could be confident that fire risk was adequately weighted and prioritised in the programme for capital expenditure.  The Head of Quality Governance positively affirmed that it could but she noted that this was an improvement on the position 18 months ago.  She confirmed that the current position was that the Fire Safety Advisors attended meetings with Estates and were assured that fire safety was taken seriously.  Issues with compartmentation and roof void space had been identified following additional cabling works which had created holes in some walls and areas which needed to filled; the impact would have been on horizontal evacuation plans but mitigating actions were in place to reduce the potential risk.  Compartmentation works were planned with Estates as part of the current financial year 2018/19 capital programme.  The chair noted that the site in question may have a number of elderly or infirm patients and asked whether fire alarm and evacuation tests had been carried out.  The Head of Quality Governance replied that the evacuation plans had been changed, in response to the risks identified, from horizontal to full evacuation and this had been tested.  However, she noted that some further training would be required but the senior team were working on this.  The Director of Finance added that the mitigations were appropriate for the risks which had been identified; he explained that the risks had related to potential speed of spread, rather than cause, of fire.  

The Assistant Trust Secretary reported to the Committee that risks around fire safety, including compartmentation works, were held on the Trust Risk Register and the relevant directorate risk register and would be reported into the Quality Committee meeting on 12 September 2018.  

Chris Hurst asked whether the Trust was taking full advantage of existing technology.  The Head of Quality Governance noted the priorities for 2018/19 on page 6 of the report, including introducing more electronic follow-up methods, and noted that fire safety systems would be more robust if they were held more electronically than on paper manuals.  The Fire Safety team was reviewing the different software available used by other trusts however this may be a year to 18 months’ worth of work to implement.  

Bernard Galton referred to the areas of risk set out on page 3 of the report, especially around recording of fire evacuation drills which had taken place, noting the importance of being able to demonstrate that the drills had taken place.  He asked whether there was an issue with local leadership.  The Head of Quality Governance replied that it was not about leadership but more around shared ownership and awareness.  She noted that there had been some hesitation on wards to conduct drills as this would involve evacuating all patients.  However, in response to this, the Fire Safety Advisors had proposed providing more personal support for the wards with their drills, attending operational meetings to agree the dates on which they would happen and then attending the wards.  The Chair emphasised the basic importance of carrying out evacuation checks and drills, especially when dealing with a workforce which changed from shift to shift.  Bernard Galton added that it may also be useful to notify and involve the Quality Committee to potentially consider fire safety and evacuation drills in more forensic detail.  

The meeting discussed ways of supporting wards to run regular drills, noting that the onus should not always be upon the Fire Safety team to be chasing up to ensure that drills had been conducted; if too much reliance were placed upon the Fire Safety team then this could take away responsibility and ownership from wards.  However, starting to set/agree dates for the drills to take place would be useful.  Given the parallels with shared ownership of clinical risk management, incident planning and infection control practices, staff should already be used to taking appropriate ownership but may need some support at present.  

Bernard Galton asked about assurance around up-take of training.  The Head of Quality Governance replied that training up-take was reasonable, as per page 5 of the report.  

The Chair asked about learning from incidents or the findings of inspections.  The Head of Quality Governance replied that this took place through the Fire Safety Group and referred to the themes listed at the top of page 4 around storage, fire manual completion and estates/compartmentation works.  She noted that the challenges were not around sharing learning, as the Trust had opportunities for such discussions to take place, but more around evacuation drills.  

Lucy Weston referred to page 5 of the report and the Fire Safety Compliance Audit which had taken place in February 2018, noting that this had resulted in recommendations including around the fire risk assessment undertaken at the time.  Given the small size of the team, she asked whether more support was required to conduct fire audits/assessments.  The Head of Quality Governance replied that it would be useful to conduct an external independent audit/review of fire safety but there would be cost implications.  In the meantime however, the Fire Safety team was linked into regional and national forums for professional guidance and support.  The Director of Finance added that the Estates team could also offer expert support on fire doors, the fabric of the various buildings and compliance with the relevant regulations.  The Audit Committee noted its support for the Head of Quality Governance to explore options for an external independent audit/review of fire safety to be carried out.  In relation to fire risk assessments, Lucy Weston asked how many were not happening on time.  The Head of Quality Governance replied that the Trust was entirely on plan for the current year on fire risk assessments.  

Lucy Weston suggested that future reporting could include more exception reporting and detail around areas of concern/potential risk and some analysis of those risks which had been mitigated and those which may require further attention.  

The meeting discussed implications of partnership and collaborative working with other organisations and how the Trust could be assured about fire safety in such circumstances or the practices of its partners.  The Head of Quality Governance noted that the Estates team, in particular through Property Services, considered fire safety aspects of leased properties.  

The Committee acknowledged the significant amount of work which had taken place around fire safety, and the assurance which was offered by the report, but noted that it was not yet wholly assured by the situation around leadership, embedding of procedures around fire and evacuation drills and alarm testing.  The Chair emphasised that fire safety was a fast moving and safety critical area and noted that this may benefit from further review/ongoing monitoring through the Quality Committee.  She commended the Fire Safety team on the work which had taken place, with the available resources, and encouraged their further efforts.  The Committee supported the consideration of an external independent audit/review of fire safety across the Trust.  

The Committee noted the report and escalated its concerns around fire safety (leadership, evacuation drills and alarm testing) to the Quality Committee. 

The Head of Quality Governance left the meeting.
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	4. 
a

b

c

d

e

f

g

h

i

j

k
	Cyber Security report

The Head of IT joined the meeting and presented the report AC 39/2018 on the state of the Trust’s cyber security readiness and progress against the cyber security maturity roadmap.  The Chair reminded the meeting that this had been an area of focus for the Committee since the national WannaCry attack and that the Committee had asked to review a more detailed action-focused report which highlighted gaps in assurance; she noted that cyber security continued to be nationally relevant across a number of industries and sectors.   The Committee’s focus on cyber security also linked with its focus on data quality.     

The Head of IT confirmed that although the Trust had not been affected by the WannaCry attack, it had undertaken a comprehensive internal review of cyber security readiness and worked with NHS Digital on national initiatives.  Given the constantly evolving nature of cyber security risk, it was useful for the Trust to work with various external bodies and this had helped in the development of the Trust’s two-year cyber security maturity roadmap/plan.  He referred to page 3 of the report and noted the Trust’s improved progress towards meeting its cyber security targets.  The overall target level had been set to be commensurate with most private sector organisations.  Initially progress had been limited by available resourcing and knowledge however progress had significantly improved following the procurement of dedicated cyber security consultancy.  
The Head of IT referred to page 2 of the report and key achievements during the reporting period.  Work was taking place to revise the Integrated Information Governance policy into separate policies for Information Security, Acceptable Use and Access Control.  Vulnerability scanning was also taking place across the network to identify and challenge potential weak spots.  Increased controls over administrator privileges were also being implemented and monitoring of users logging into multiple systems had also increased.  

The Chair acknowledged the significant amount of work which had taken place and asked if the rate of progress was as it should be.  The Head of IT replied that he was more satisfied than he had been and progress was getting back on track against the overall two-year plan.  
The Committee discussed the potential for back-door access to Trust systems through the ‘internet of things’ with wi-fi enabled functionality.  The Head of IT noted that the expansion of monitoring systems could introduce vulnerabilities and although these were assessed when they were introduced to the Trust, there would always be risks that further vulnerabilities would be exposed over time as people found and exploited weaknesses.  To try and mitigate against this, the Trust worked collaboratively with other organisations, including with Oxford University Hospitals NHS FT on scanning across the shared network.  The shared network itself, although useful and convenient, also brought its own risks of exposure which the IT team was aware of and monitoring.  

Bernard Galton suggested that future reports make clearer that there was a two-year timeline for the maturity roadmap, in order to manage expectations in relation to progress and to track progress over time.  The Head of IT acknowledged that the report provided a snapshot of the Trust’s current position rather than plotting progress over time.  

Bernard Galton asked if there were any concerns that the Trust may not meet its targets.  The Head of IT replied that he did not have such concerns in relation to the categories in the report.  However, he reminded the Committee that cyber security readiness and protection sometimes required compromises to be made in terms of convenience.  Acting to protect the Trust may sometimes lead to inconvenience for staff, in which case leadership and senior support may be required.  Bernard Galton noted that in such cases, it would be important for the Executive and the Board to be made aware of the reasons and the areas where this could happen.  

The Committee discussed the vulnerabilities posed by staff/users of systems and the IT team itself, if ever compromised.  The Head of IT noted that malware and phishing attacks remained the most significant risks to systems; in mitigation, more user awareness training was taking place as well as web filtering through the web gateway.  Counter Fraud also provided support.  The Board would also receive a dedicated cyber security briefing at a Board Seminar.  
The Chair referred to page 3 of the report and noted that whilst it indicated that the Trust still had some way to progress in relation to data protection, the Board was separately receiving assurance that it was doing well in relation to Information Governance and compliance with the General Data Protection Regulation (GDPR).  The Head of IT noted that these were not 

necessarily contradictory.  Information Governance controls and compliance with GDPR were separate to the targets the Trust had in relation to data protection under the maturity roadmap.  GDPR’s focus on how personally identifiable data was held and controlled was not necessarily the same as how well that data could be protected.  The Chair noted that even if this was not inconsistent, the discrepancy was still potentially a concern. 

The Committee discussed whether it was assured and had sufficient insight into the work taking place.  It was noted that future reporting could usefully include: a timeline to manage expectations in relation to progress; a progress bar to track progress and indicate distance to target; weightings for areas of potential concern/risk; and highlighting of particularly critical areas.  The Committee noted that regular reporting should continue and potentially on a six-monthly basis.  

The Committee noted the report.  
The Head of IT left the meeting. 

	MW

	AUDIT REPORTS



	5.
a
b

c

d

e
	External Audit – Annual Audit Letter 2017/18

The Chair reminded the meeting that the External Audit findings had been presented to the Council of Governors’ meeting on 05 September 2018; she asked External Audit to focus upon how the key findings from the 2017/18 audit could inform discussion of potential risks/issues for the 2018/19 audit.  

Iain Murray presented AC 40/2018 and noted that looking ahead to 2018/19:

· if the Trust missed its control total, this may be relevant for the Trust’s Going Concern status; 

· the Trust’s current strong cash position could continue, despite an Income and Expenditure deficit, but whilst the Trust could remain a Going Concern there could be an impact upon the Value For Money conclusion; and 

· further analysis of recurrent and non-recurrent Cost Improvement Programme savings would be required, including in relation to ongoing workforce challenges and agency expenditure.  

The Director of Finance referred to the independent work being conducted by Trevor Shipman, Non-Executive Director at Kettering General Hospital NHS FT, to review levels of investment in mental health in Oxfordshire and Buckinghamshire.  He asked External Audit to consider the impact if the findings of this review supported the hypothesis of historic underfunding of mental health services.  Iain Murray replied that this could be powerful evidence for the Trust to objectively demonstrate the position on underfunding.  However, the challenge was what the Trust would be able to do about this and deliver.  He noted the importance of setting credible and achievable goals.  

The Chair asked whether the Committee would need to consider changing its level of oversight or the assurances it received if the Trust needed to enter a financial recovery process mid-year.  The Director of Finance replied that this may be subject to further consideration of the financial position by the Finance & Investment Committee.  The Chair reminded the Committee that there had been careful consideration and discussion of the impact upon the financial position and Going Concern status of achieving Sustainability and Transformation Funding; she noted that further discussion and a level of challenge may need to take place this year in the event of financial recovery processes and the impact upon Going Concern status.  The Committee discussed the ramifications if the Trust did not maintain its Going Concern status and noted the importance of timely information being made available for the Committee to make a credible judgement.  Bernard Galton noted that the risk of entering into a deficit position had been building over recent years and was part of a wider financial context; detailed discussion at Board meetings would also help to keep the Committee informed.  The Director of Finance reminded the Committee of the further factor of increasing integration through being part of an Integrated Care System and the ambiguity this could bring through shared targets and control totals.  

The Committee noted the report.  

	

	6.
a
b


	External Audit progress report and sector updates 

Iain Murray presented the report AC 41/2018.  The Chair asked about the impact of the adoption of International Financial Reporting Standards (IFRS) 9 in relation to Financial Instruments and 15 in relation to Revenue from Contracts with Customers.  Iain Murray replied that IFRS 9 may have a limited impact given limited exposure to PFI (Private Finance Initiatives) and bad debts.  IFRS 15 however may have more impact and External Audit would work with the Finance Team on any new disclosures which may be required.  The Chair noted that it would be helpful for External Audit to give some early notice if new disclosures would be required. 

The Committee noted the report.  
	

	7.
a
b

c

d
	Internal Audit progress report 

The Chair referred to the report at AC 42/2018 and expressed concern that the first Internal Audit reviews had not yet concluded as planned.  Sasha Lewis replied that: 

· the IT Environment review had been delayed following the departure of the Chief Information Officer and pending the transfer of IT into the portfolio of the Director of Strategy & Chief Information Officer; fieldwork on this review was now taking place and no concerns were anticipated to delay completion; and 

· the Information Governance review had experienced timing issues around agreeing the detail and the specific areas to sample. 

The Committee discussed the delays to the Internal Audit reviews, noting that a changeover in the management of a team did not negate Internal Audit’s contractual responsibilities to report to this Committee or to update it on delays.  The Committee noted that this had resulted in time being lost.  Sasha Lewis replied that the IT review had been relatively small but Internal Audit had not wanted to start on it until the scope had been shared with the Director of Strategy & Chief Information Officer, as Executive sponsor.  The Chair recommended that if relatively small reviews needed to be delayed then it may be an option to advance another review from the programme in their place.  She expressed concern that the Committee would not receive Internal Audit reviews until December which would already be Q3 of the financial year and noted the usefulness for the Committee in being able to receive information and assurance throughout the year.  Sasha Lewis replied that there had been limited options to bring forward other reviews, especially as: (i) the Directorate review had always been intended to take place towards the end of the financial year, given the operational restructuring; and (ii) the Key Financial Systems review also needed to take place later in the year, to provide for a greater overview to be taken.  The Chair noted that by the next Committee meeting in December the late reviews should have concluded.  

The Committee reviewed Appendix C in the report on the draft scope of work for the Directorate review, noting that this was focusing on Buckinghamshire.  Sasha Lewis explained that this focus had been chosen further to discussion with the Director of Finance and the Chief Operating Officer and in light of the structural changes which were taking place as a result of the operational restructuring; the intention was for there to be particular consideration given to Children & Young People’s (C&YP) services.  The Director of Finance added that as C&YP services in Buckinghamshire were slightly ahead of Oxfordshire in terms of implementation of the new service model, it had been suggested to focus on Buckinghamshire first to assess the rollout of the service model.  Lucy Weston noted that although C&YP had been discussed as an area of focus, Adult services had also been highlighted for review; as the Trust moved towards the new operational structure, assurance should be provided that processes were working vertically as well as horizontally.  The Chair added that the Directorate review could be an opportunity to take a holistic consideration of services and how they were being organised through a deep dive.  The Committee requested confirmation that the Executive had also considered and recommended the scope of the Directorate review.  

The Committee noted the report.  

	PwC (SL/

AW)

MME



	8.
a

b

c

d
	Counter Fraud progress report 

Gareth Robins presented the report AC 43/2018 and highlighted:

· targeted training which had taken place including bespoke sessions into the Finance and Procurement teams;

· prevention and deterrence work including risks to mitigate around problem gambling – another topical area which was nationally relevant across a number of industries and sectors (work was taking place with IT to block access to gambling sites); and 

· six new referrals received since the last meeting.  

The Chair referred to a recent referral which related to false qualifications.  Although the individual had applied for unqualified posts, she expressed concern that the Trust may still not have taken the opportunity to check qualifications and training courses that had been referenced in the application.  Gareth Robins replied that the recommendations coming out of this case would include training with recruiting managers.  

The Committee reviewed the client briefing on new developments in governance, risk, control and counter fraud and considered:

· the Criminal Finances Act 2017 and steps to prevent tax evasion.  The Chair warned of potential consequences of contracting with individuals acting through their own limited companies; 
· the nationally reported increase in incidents of violence and aggression against NHS staff.  The Director of Finance noted that incidents were reviewed weekly at the Weekly Review Meeting (Clinical Standards); and 

· NHS failures to disclose conflicts of interests, further to the findings of an Oxford University research study which had concluded that the current system for logging and tracking such disclosures in NHS trusts was not functioning adequately.  The Chair noted that conflicts of interests could be an area of focus for regulators.  The Assistant Trust Secretary reported that a new Conflicts of Interests policy was in development and took an action to provide a further update.  

The Committee noted the report.  

	HS

	FOR ASSURANCE

	9.
a

b
	Losses and Special Payments report – 7 months to 31 July 2018

The Director of Finance presented the report AC 44/2018 on: forensic payments; loss/damage of personal effects; stores losses; constructive losses; and additional disclosures including the release of a bad debt provision for non-recoverable overpayments.  He highlighted the constructive loss in relation to project management costs and design fees for the Learning Disabilities Low Secure Unit.  It was noted that the Board had been appraised of the reasons to reconfigure the number of beds in the proposed unit and the impact that this had had upon the design of the project.  

The Committee noted the report.  

	

	10.
a

b
	Single Action Tender Waivers (SATWs) report – 01 April to 31 July 2018

The Director of Finance presented the report AC 45/2018 on SATWs and invoices over £25,000 and Single Action Quotation Waivers between £5,000 and £25,000 which had been approved over the reporting period.   He noted that financial systems were being updated to take advantage of more mobile technology and that work would take place through procurement systems to drive up compliance.  The Chair reminded the Committee of the value of this reporting for the insight it provided into compliance with Standing Financial Instructions. 

The Committee noted the report.

	

	11.
a

b
	Quality Committee – minutes of the meeting on 09 May and 11 July 2018

The Chair presented the minutes of the Quality Committee meetings on 09 May and 11 July 2018 at AC 46-47/2018.  She expressed concern about some lack of directorate attendance at the meetings and noted the importance of ensuring that directorates informed the Quality Committee and escalated issues.  

The Committee received the minutes.

	

	12.

a


	Any Other Business
Bernard Galton noted that this was the Chair’s last meeting of this Committee and acknowledged her fantastic input into both this Committee, the Board and the wider Trust over the years.  The meeting thanked the Chair.

	

	The meeting was closed at: 11:59 
	

	Date of next meeting: Tuesday, 04 December 2018 09:30-12:00 (private pre-meeting from 09:00) 
	


BOD 145/2018


(Agenda item: 14(b))








� The quorum is 3 members (all Non-Executive Directors) and may include deputies.  The Trust Chair shall not be a member of this Committee but regularly attends meetings in April and May for discussion of the draft Annual Report & Accounts.  


� Regular attendee and deputising in the absence of John Allison, Non-Executive Director
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