Oxford Health Wi~

NHS Foundation Trust

User Guide — Two Factor Authentication
setup for Cambio Patient Flow

This guide is separated into two sections. The first section is for Cambio users who will have access
to a trust iPhone or iPad when using the Cambio system. If this applies to you, please follow the
instructions for Microsoft Authenticator. This is the preferred method for accessing Cambio.

If you do not have access to a trust iDevice while accessing Cambio (e.g. You work in a secure ward
where mobile devices are not permitted) Please follow the Authy Authenticator instructions.

Microsoft Authenticator

1. Before starting, please ensure you have received an email from do-not-

reply@cambiouk.co.uk. The email subject will be “2FA QRcode for Cambio PFM” and will
look like this:

2FA QRcode for Cambio PFM

43 Reply % Reply All > F
do-not-reply@cambiouk.co.uk ) Reply D Reply A orwa
To @ Vildirim Ali (RNU) Oxford Health e0

() Click here to download pictures. To help pratect your privacy, Outlook prevented automatic download of some pictures in this m

essage

This email originated from outside of Oxford Health. Please consider carefully when choosing to open attachments, click links or deal with unexpected or unusual requests.
Hello Ali Yildirim,

Please find your QR code for Cambio PFM

Or use code OFAPDGL54K5QHKIKFSCDLUSYO7ILUXIGAZH326IVLVBTKBSXGNZWSNXP
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2. Onyour iPhone oriPad, find the ‘Self Service’ app.
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3. Open the app and find the ‘Microsoft Authenticator’ app from the list.
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4. Tap on this and tap install.

12:29 Thu 3 Mar i 4G 100% "
Microsoft Authenticator
6.5.68
App
Description

Use Microsoft Authenticator for easy, secure sign-ins for all your online accounts using multi-factor
authentication, passwordless, or password autofill. You also have additional account management
options for your Microsoft personal, work or school accounts

Getting started with multi-factor authentication

Multi factor authentication (MFA)provides a second layer of security. When enabled, during login
after entering your password, youll be asked for an additional way to prove if's really you. Either
approve the notification sent to the Microsoft Authenticatar, of enter the one-time password (OTP)
generated by the app.The OTP codes have a 30 second timer caunting down. This timer is s you
never have to use the same time-based one-time password (TOTP) twice and you don't have to
remember the number. The OTP doesn't require you to be connected to a network, and it won't
drain your battery. You can add multiple accounts to your app, including non-Microsoft accounts like
Facebook, Amazen, Dropbox, Google, Linkedin, GitHub, and more.

Getting started with passwordless

Use your phone, net your passward, 1o log into your Microsoft account. Just enter your usemame,
then approve the notification sent to your phone. Your fingerprint, face 1D, or PIN will provide a
second layer of security in this two-step verification process. After you've signed in with two factor
authentication (2FA), you'll have access to all your Microsoft products and services, such as
Outlook, OneDrive, Office, and mare.

Getting started with autofill

Microsoft Authenticator app can also autofill passwards for yau. Sign-in on the Passwords tab inside
the Authenticator app with your persanal Microsoft account to start syncing passwords, including the
passwords saved in Microsoft Edge. Make Microsoft Authenticatar the default autofill provider and
start autofiling passwords on apps and sites you visit on your mobile. Your passwords are protected
with multi-factor authentieation in the app. You will need to prave yourself with your fingerprint, face
1D, or PIN to access and autofill passwords on your mobile. You can also import passwords from
Google Chrome and other password managers.

Microsoft personal, werk of school accounts

Sometimes your work ar school might ask you ta install the Microsoft Authenticator when accessing
certain organization resources. You will need to register your device to your organization through
the app and add your work or schaol account. Microsoft Authenticator supports cert-based
authentication by issuing a certificate on your device. This will let your organization know that the
sign-in request is coming from a trusted device and help you seamlessly and securely access
additional Microsoft apps and services without needing to log into each.

5. When the installation is complete, you should be able to see the app on your home screen
called ‘Authenticator’.

12:30 Thu 3 Mar

Podcasts Find iPhone Find Friends

g
(-

Photo Booth Voice Memos Measure

[IVHS] NHS|

Carenotes Carenotes
Community Mental
Health Health

CH Carenotes MH Carenotes Self Service

OneDrive Entrust SC TestFlight AnyConnect

PW Self Service Authenticator

3 Cambio 2FA v1.0 03/22



Oxford Health m

NHS Foundation Trust

6. Tap onthe app to open. Tap on ‘l agree’ to proceed.

12:30 Thu 3 Mar il 4G 100% wm)

,‘,

<]
 \[i

Your privacy matters

We collect required diagnostics to keep the app secured and
updated. This does not include your name or any sensitive data.

You can also opt in anytime from app settings to share usage data

that will help us improve Authenticator.

Privacy statement

7. Click ‘skip” in the top right-hand corner.

12:30 Thu 3 Mar all 4G 100% (m

12:30 Thu 3 Mar il 4G 100%

&=
E

Peace of mind for your digital life

Secure your accounts with multi-factor authentication.

[ Add work or school account

B8 scana QR code

You can get 8 QR code from your organization or account provider, such as
Microsaft, Google, or Facebook
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8. Click on the + icon in the top right-hand corner. If a prompt pops up, press continue.

12:30 Thu 3 Mar all 4G 100% |
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+

= Authenticator

@ Azure AD

@oxfordhealth.nhs.uk

Already have a backup?
Sign in to your recovery account.

9. Tap on ‘Other’. This will open your camera, you may need to approve the use of your camera
in the app.

12:30 Thu 3 Mar all 4G 100% .
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<

Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

. Personal account

] Work or school account
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10. With the 2FA QRcode email open on your desktop or laptop screen, line up the image of the
QR code with the blue box on your iDevice screen. If you have any issues using the QR code
to set up the Authenticator, please tap on ‘Or enter code manually’.

12:30 Thu 3 Mar ot 4G 100% .

12:32 Thu 3 Mar i 4G 100% .,

< Scan QR code

Your account provider will display a QR code

Or enter code manually

11. If entering the code manually, go into your emails on your iDevice and open the 2FA QRcode
email from Cambio. Press and hold on the code at the bottom of the email until you can see
it is highlighted in blue, then let go and you should see an option pop up to copy. Make sure
the whole of the code is highlighted.

11:68 Fri 4 Mar il 4G 97% (.

<@ ~ v P B o -

do-not-reply@cambiouk.co.uk
To: Delails

2FA QRcode for Cambio PFM

This emall ariginated from outside of Oxford Health. Please consider carefully when choosing to apen atiachments,
elick links or deal With unexpected of UnUSUAI requests.

Hella

Please find your QR code for Cambio PFM

Cop elect / Lock Up Share...

o
E?CSIACSLQQDNQYDFSZUPCQEVBW5633AWPWVEXJBE‘&FOYYEQDOYSBVK‘i
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12. Paste the code by tapping on the text box named ‘Secret key’ and then ‘Paste’. You also
need to enter an account name, this can be anything you like but make sure it’s clear what
the account will be for. Once both fields have been filled in, tap on finish.

Add account

OTHER ACCOUNT

Account name

Secret key

13. Your two factor authentication should now be set up! When logging into Cambio, after you
enter your username and password, it will ask for a passcode. Please enter the 6-digit code
that appears on screen. Please note that it will update every 30 seconds.
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Authy Desktop

1. Before starting, please ensure you have received an email from do-not-
reply@cambiouk.co.uk. The email subject will be “2FA QRcode for Cambio PFM” and will
look like this:

2FA QRcode for Cambio PFM

<5 Reply % Reply A
do-not-reply@cambiouk.co.uk > Reply 5 Reply All —> Forward
To @ Yildirim Ali (RNU) Oxford Health

Tue 01/03/2022 14:22
(® Click nere to downioad pictures. To help protect your privacy, Outloak prevented automatic downioad of some pictures in this message

This email originated from outside of Oxford Health. Please consider carefully when choosing to open attachments, click links or deal with unexpected or unusual requests.
Hello Al Yildirim,

Please find your QR code for Cambio PFM

Or use code OF4PDGL54K5QHKIKFSCDLUSYO7ILUXIG4ZH326)VLVB7KBSXGNZWSNXP

2. Click on this link https://authy.com/download/ . You should be able to see a web page like
this:

® * » 0 &

Mobile

P> Google Piay Jll @ App Store

Desktop
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3. Choose the Windows 64bit option from the dropdown menu and click Download.

macOS DOWNLOAD

macOS

Windows 32bit

Windows 64bit

Linux

4. If you are using Microsoft Edge, you should be able to check the download progress in the
top-right corner of your screen.

GI
“ B ¢+ @ @

T Service Desk Self... D Insight W  Downloads /o e %}; >

- Authy Desktop Setup 2.0.0 (1).exe -
1,025 KB/s - 6.0 MB of 71.2 M8, 1 min left
. - P »]

5. Once the download has completed, click on the downloads icon, and underneath ‘Authy
Desktop Setup, click open file. The installation should complete automatically and Authy
should open.
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6. To set up your Authy account, type ‘+44’ into the country code box and click on United
Kingdom from the list that appears.

@ Twilio Authy
Authy Desktop Edit Window Help

Twilio Authy Account Setup

Your Twilio Authy account is connected to your phone
number. If you change your phone number, make sure to
update it in the Twilio Authy settings.

faa
Uganda (+256) -
Ukraine (+380)

United Arab Emirates (+971)
United Kingdom(mzl)
United States orAmerica
(+1)

Uruguay (+598)

In the phone number box, enter the number of a nearby desk phone, but without a 0 at the
start (For example: 1865901999). After both of these boxes are filled, click Next.

@ Twilio Authy - x
Authy Desktop Edit Window Help

Twilio Authy Account Setup

Your Twilio Authy account is connected to your
phone number. If you change your phone
number, make sure to update it in the Twilio
Authy settings.

+44 1865901999

[ e ]
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8. You may get prompted to enter an email address. If you get asked for this, enter
Cambio.Patientflow@Oxfordhealth.nhs.uk. Click Next again.

© wilio Authy - X
Authy Desktop  Edit  Window Help

Twilio Authy Account Setup

Your Twilio Authy account is connected to your
phone number. If you change your phone
number, make sure to update it in the Twilio
Authy settings.

+44 1865901999

Cambio.PatientFlow@Oxfordhealth.nhs.uk

We will contact you at this email if you ever lose access to
your Twilio Authy account.

You will then be asked to verify your Authy account. Click ‘Phone call’ and a 2-digit code will
appear on screen.

©

Authy Desktop Edit Window Help

Get Verification Via

Existing Device

| Phone Call |
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10. You will then receive an automated phone call from Authy. Answer the phone and input the

code on the phone keypad when prompted by the phone message.

@ Twilio Authy -
Authy Desktop Edit Window Help

Phone Call Verification

We are calling you to +44-
0079.
Your registration code is:

8

11. Click on plus sign to add your account.

@ Twilio Authy -
Authy Desktop Edit Window Help

You don't have any accounts.
Add your first

@

() &

X

&

okens Requests Settings
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12. On the 2FA QRcode email from Cambio, copy the code underneath the QR code image.

2FA QRcode for Cambio PFM
“ R 5 R e > F L
do-not-reply@cambiouk.co.uk i wy ane
To O] (RNU) Oxford Heskth Toe 01/03/2002 1432
() Ciick here to dewnioad pictures. To heip protect your pemacy, OULIOSk prevented SUtomatic downioad of Lome pictures in this message.
This email onigsnated from outside of Oxford Health. Please conssder carefully when Choosing 1o open attachments, Click knks or Geal with unexpected of unusual requests.
Hello Al Yildirim,

Please find your QR code for Cambio PFM

Or use :odl O’”DG&SC&SQ”K'KFSCDtUSVO?ILUX!MH}ZGNLVB?KQSXGNMSNXd

13. Paste the code into the box by using the Ctrl + V keys on your keyboard. Click on ‘Add
Account’.

® Twilio Authy - X
Authy Desktop Edit Window Help

€&— Add Account

You can add Authenticator accounts such as
Gmail, Facebook, Dropbox and many more
using Twilio Authy. For the time being it is not
possible to scan QR codes, but you can add
accounts by entering the code provided by the
service in which you want to enable 2FA.

Enter Code given by the website

| Add Account l

I 5

Tokens Requests Settings
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14. Type an account name. This can be anything you like but make sure it’s clear what the
account will be for.

@ Twilio Authy - X
Authy Desktop Edit Window Help

&— Account Name and Logo

Generic Blue

Generic Green

Generic Orange

Generic Purple

-

e
Token length ® 7-digit 8-digit
==
[+ o &
Tokens Requests Settings

15. Choose any colour of key icon you like and make sure that 6-digit option has been selected
for ‘Token length’. Click save.

@ Twilio Authy - X
Authy Desktop Edit Window Help
> o s s s o S s o e

- —_—n~

cambio Bed managment system

Generic Black

Generic Blue 7

Generic Orange

Generic Purple

v

)
[~
Q Generic Green
[~

Token length® @ 6-digit 7-digit 8-digit
(4 & i
Tokens Requests Settings
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16. Your two factor authentication should now be set up! When logging into Cambio, after you
enter your username and password, it will ask for a passcode. You can copy and paste the 6-
digit code by clicking on the copy icon shown below. Please note that it will update every 30
seconds.

e
Authy Desktop Edit Window Help
Q_ search

cambio Bed managment system

151 470

Changes in Seconds

cambio Bed m
anagment s

(4 g ©

Tokens Requests Settings
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Accessing Cambio with 2FA

1. Go to https://oxfordpc.cambiouk.co.uk/pfm and click on your role tab.

CAMBIO Q For Me (Thames Valley & Wessex) Provider Collaborative Patient Flow System

Al

OR Secure
9..‘.,.,.4% Elysium PRJIORY ﬁ CANNS
P At WEALTHCARE AED

Please select a ward or view

FMPCPFS Information Views

Secure Referrals Search For a Bed List List View for Secure
Units for Secure Out of Network
Dorset Elysium Chadwick Lodge _Elysium Thornford Park  Oxford - Lambourn/Wenric ~ Secure OON
Oxford - Marlborough House  Oxford - Oxford Clinic  Oxford - Thames House  Oxford - Woodlands House
Priory - Mild May Oaks Southern -Ashford  Southem - Ravenswood  Southern - Southfield

Config  PHReport ListUsers

Open in New Tab Show Mi Status

Help Guide

2. Enter your username and password and click Login. This will cause a box to appear
underneath Password for your Passcode.

g

Please wait, completing startup

C Look x
User name OHFTOO4 -

Passuord sessssnses

Passcoce

camBlo T =)o)

3. Using the two factor authentication app that you have set up, (either Microsoft or Authy)
enter the 6-digit code into the Passcode box.
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